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Policy:

Faculty/staff mobile devices, both college owned and personal, must be password/passcode
protected.

Rationale:

This policy will assist in preventing unauthorized access to college data. It encompasses any
mobile device connecting to a Cornell College network resource such as email or mobile
accessible storage. Employees are accountable for all activity initiated from a mobile device that
uses their network credentials to connect to a network resource.

In the continual effort to reduce the college’s risk and liability, TPAC will continue discussions to
determine if passwords/passcodes need to adhere to a specific complexity or be
programmatically enforced where possible.



